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e Entrepreneur with focus on Media Technologies
e Founder and CEO of Craft AG, Freiburg (craft.de)
e Open-Source Software Developer

e |nventor and developer of the ISCC



ISO/AWI 24138

Information and documentation — International
Standard Content Code

ABSTRACT

This document specifies the syntax and structure of the International Standard
Content Code (ISCC), as an identification system for digital assets (including
encodings of text, images, audio, video or other content across all media-sectors).
It also describes ISCC metadata and the use of ISCC in conjunction with other
schemes, such as the schemes defined by ISO/TC 46/SC 9. An ISCC applies to a
specific digital asset and is a data-descriptor constructed from multiple hashes
using the algorithms and rules in this document. Organisations, individuals and
machines may generate ISCCs for numerous kinds of digital assets and use them for
identification and management of those assets. The generation or use of an ISCC in
itself does not make any statement or claim about authorship or ownership of the
identified content.

https://www.iso.org/standard/77899.html
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What is Not ISCC

A persistent identifier

A content recognition system
A cryptographic hash

A forsensics tool

A centralized content registry

a Snake!

Image: CC BY-NC - Pierre-Marc Daigneault


https://www.researchgate.net/figure/The-Blind-Men-and-the-Elephant_fig1_290127733

@'ISCC

International Standard Content Code

Modern and Open
Content-Based Identification

A universal code for digital text, image, audio, video

Lightweight, multi-faceted fingerprint designed for
digital content

Cross-sector applicability (photo, journalism, book &
academic publishing, music, film etc.)

Goal: establish content as the subject of transactions in
decentralized and networked environments



ISCC - Universal
Soft-Hash Codec

A standardized way to encode and
arrange fingerprints in a
self-describing scheme.

Compact
Interoperable
Modular
Extensible
Self-Describing
Open Source

An initial set of standardized open
source algorithms

ISCC-CODE

ISCC:KED6P2X7C73P72Z4YNBTBHR4T2HGOYBAGBNWZ767PK03JQGZ42GFEAY

ISCC-TEXT-VO-MCDI-3e103656bffdfc7a060498817dcefcoffa2b8bldcef791ab6bc7¢cf1d14991538d /

N

composed / decomposed (as per algorithm)

AN

//7 Meta-Code Content-Code Data-Code Instance-Code
—1 AAA6P2X7C73P72Z4 | EEA4GQZQTY6J5DTH ‘ GAAWAIBQLNWP7X32 | TAAZ3NGA3HTIYUQD
\\ﬂetaduta indicator /\_Content indicator // Data indicator Data checksum
OV e
ISCC-UNIT CONTENT-TEXT-V0-64-060498817dcefcéf
AN
///7 common, extendable and self-describing component data structure ‘
}DDDIODDGBOGDGBGl 11881111010110081101019111811@1110G11101110811000001101000811118‘

comnon \\ISCC-HEADER/ ISCC-BODY /
structure ﬂ \\
\\\\\\\\\\; MainType/SubType specific (similarity)-hash
\\\‘\\\\\\\\\7
header data structure \\\\\\\\\\
0001 0001 0001 000 l\\? 0001
N y, 7
Y4 Hf Y
MainType SubType Version Length Variable sized header field

ISCC - Codec, v0.8, 2022-05-25, Titusz Pan



~ ISCC Decentralized Content Identification
ISCC is an identifier & fingerprint

International Standard Content Code

Identifier Example Bits | Method

UUID 550e8400-e29b-11d4-a716-446655440000 128 Random / Hash / Time
SHA256 albdd@de0d1f27b227cbf43ac110bb09827a40d734ea0c29585¢98a34b80413d 256 Cryptographic Hash
ISCC-CODE ISCC:KADV5PDFXBL7HGBXFFW64KVNPSUGTUZC2CITDBKMFYTTZPLQQVX22F T 272 Multifaceted Fingerprint
ISCC-ID ISCC:MEAJUSAXCPOIOYFL 80+ DLT / Short FP / Counter

There are 3 categories of content identifiers: Centralized Registry (Database IDs), Random IDs (UUID), Cryptographic Hashes (Content-Based).
ISCC innovates with a combination cryptographic hashes, similarity preserving compact binary codes, standardized fingerprints and DLT.



Layers of “Content”
|dentification

There is often confusion about what
exactly is being identified by a given
system.

In our model for digital content
identification we distinguish 6 layers
that exist naturally on a scale from

Abstract Identification

apstract to concrete. . Semantic Identification
Existing content identifiers usualy . Perceptual Identification
operate on one or two of these

Data Identification
layers.

Data Verification

B RO -

Image courtesy of Imgur



https://imgur.com/gallery/OCyBU

‘1 ISC The DNA of your digital content

Estimate similarity by comparing ISCC-CODES

International Standard Content Code

ISCC:KADVS5PDFXBL7HGBXFFW64KVNPOUGTUZC2CIJTDBKMFYTTZPLQQVX22F1I

AAAV5PDFXBL7HGBX EAASS3POFKWX7KDJ GAASGIWQSMYYKTBO TAASOPF50CCW7LIV

Abstract & Persistent Concrete & Volatile

Content Data Data
Similarity Similarity Integrity

Components are self-describing and can be used standalone or in combination



Overview of ISCC Creation Process

: Media Type Specific 3
Feature Extraction Feature Extraction Chunk Hashing

Media Type Specific Slmllarlty Merkle Tree
SHMLLATEY HESmRlng Similarity Hashing Hashlng Hashlng

Encoding

Encoding Encoding Encoding

Meta-Code Content-Code Data-Code Instance-Code

ISCC:  CCDFPFc87MhdT CTWAGYJ9HZG3 1 CDhydSjQXDXVk CRd5bk4SrBpzt



ISCC - Decentralized
Content Identification

In @ multi-sided ecosystem anybody
may have legitimate interest to
create, lookup or register an
identifier for some content.

Authorship or copyright is not a
requirement. But an identifier is a
requirement to cormmunicate and
agree on authorship, copyright ...

Authoritative linking of
Identifier <-> Content is done by
open standardized fingerprinting
algorithms.

Online-Shop

Publisher

Distributor

Consumer



ISCC-CODE + Shared Ledger Entry = ISCC-ID

ISCC-ID - 10 bytes (growable)
I T T ] short, globally unique, persistent, resolvable, owned, verifiable, authenticated

ISCC:MEAJUSAXCPOIOYFL — ID-POLYGON-VO-72-9a741713dcs760ab-3

[ Header: ID-POLYGON-V0-64 ISCC-ID - Global Decentralized Registration Protocol (Draft):

L] Body: Similarity hash of ISCC-UNITs XOR-ed with hash(wallet) Generate ISCC-CODE

Choose any supported public shared ledger

Publish ISCC-CODE with a signed transaction

The rest is “history” ...

Any indexer can calculate your unigue short ISCC-ID

[ ] Uniqueness counter: 7 bits + 1 continuation bit (uvarint)

CHECECE

ISCC-ID binds digital content to actor identities. The ISCC-ID emerges naturally by executing a protocol over DLT transactions that are:
Public, Authenticated, Ordered, Immutable. Anybody who follows the ISCC indexing protocol can build the state of the full ISCC-ID Index. The same
ISCC-CODE may be registered by multiple actors on different chains. They all get different but matchable ISCC-IDs.

Demo: https:/testnet.iscc.id
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ISCC-ID

»> ISCC:MEAJUSAXCPOIOYFL

META-REGISTRIES
) mint and index ISCC-IDs
declerations sourced from that resolve to on-chain
the immutable history of and off-chain metadata

secure and public

on-chain events

ISCC - Decentralized T
Content Identification

/ ISCC-CODE Declaration - Secure and Permanent On-Chain Data
In a multi-sided ecosystem anybody J‘ 1SCC-CODE R A W Ty R B GBI A AR 2 TR BT
may have legitimate interest to DR | e oat e » oottt transtersen 0
create, lookup or register an TIMESTANP e 11 2 st o s (R iAo

Identlﬁer for some COW[@W[ REGISTRAR Ox2daa35962aéd43eb54048‘367b33d@b3790930658 ‘

1pfs //bafybelhcckélocszteu‘Mzwq53n‘che34xamke5za7gaq2qqoshmgab6u

ional i in metadata about the ared digita

Authorsmp or Copyr'ight s not a \ Securely linked machine-readable Off-Chain Metadata
requirement. But an identifier is a Y
requirement 1o Communicate aﬂd Standardized, versioned JSON-LD Schema.org/NFT-Metadata superset

’ | | i
agree on authorship, copyright ... “gsontaxt*: *htep: //purL ong/iscocontext/0.5.7. Jsanla,
"@type": "ImageObject",
"$schema": "http://purl.org/iscc/schema/0.3.7.3json",
"iscc": SCC:KACT4EBWK27737D2AYCIRAL5Z36676RFRMO4554RU26HZ40RIGIVHDI",
. . . . “name": "Harry Potter and the Philosopher's Stone",
Authoﬂtatl\/e ||nk‘ mg Of "description": "A 2001 fantasy film directed by Chris Columbus and distributed by Warner Bros.",
"image": "https://picsum.photos/200/300.3jpg",
o o "animation_url": "http://example.com", l—
Identifier <-> Content is done by rettributess ()
. . . "external_url": "I’wttps: // example.com/link-to-here-from-marketplace",
open stan dardized fin gerprinting "Uicense": "http: //exanple.con",
"original": true,
o "redirect": "https://example.com/redirect-here-for-iscc-id",
a‘goﬂthms “verifications": []
iy

ISCC - Decentralized Content Registry, v0.4, 2022-85-10, Titusz Pan




Comparing two ISCC Codes yields various insights

Meta-Code

Content-Code

Data-Code

Instance-Code

Explanation

Totally identical file (same metadata, content structure, file
encoding and file)

Different metadata, same content, file encoding and identical
file > e.g. a special edition or inconsistent metadata

Totally different file (different metadata, content structure, file
encoding and file)

Same/similar* metadata, but different content and file
encoding and file, e.g. manual clustering

Same/similar metadata, same/similar content but in a
different file encoding, e.qg. related product

Same/similar metadata, same/similar content in
same/similar file encoding

Different metadata, same/similar content but in a different file
encoding

Different metadata, but same/similar content and file
encoding, e.g. a special edition

=* compare top-hash of both files to be sure there is no accidental Instance-Code collision.
first 3 components are compact binary codes (bit vectors) that can be compared to measure estimated similarity by haming dinstance




ISCC - Status Roadmap:

e Standardize ISCC codec & algorithms

INTERNATIONAL HARMONIZED STAGE CODES

e Demo applications (cli/web/desktop)
e Use case testing
e CEfficient indexing and NNS (matching)

e Semantic-Code

ISO/AWI 24138 e (Cross-chain meta-registry
ISO/TC 46/SC 9/WG 18 :
e see: https://iscc.codes


https://iscc.codes

