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Is the digitalization a

potential solution?
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The
Challenges
at Stake




Major issues with
current implementations

Limited global Interoperability
Limited re-usability

Costs
AML/KYC/GDPR/regulations
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Digital

Identity

Lack of trust

Multiplicity of onboardings
Data privacy issues

Low number of services
Limited purposes

« Limited interoperability
(state-level, region-level)

« Limited cross-border apps
« Slow adoption rate

« Vendor lock-in

« Security concerns

* Costs

* Inclusion




arket need

- Ensuring
N ’ governments
r to remain
the root of trust
when facilitating
digital identity systems
that are global by nature for the citizen.



STCPA

A better
approach




Design Levels of
Ambitions....

Leval of

ambition 1 Secure identification option without media discontinuity Digital ID, login

E-ID linked to other state-regulated proofs
Covid certificate, digital driving licence, criminal record,

g
&

Level of

ambition 2 Extended, secure identification _
without media discontinuity diploma
Ecosystem of digital proofs
Level of
STOUGN3  Socure il processs o mada GSEOTY ey e b menso S o

Ref.: Federal Department of Justice and Police — Discussion paper on the target vision for an e-ID - 2021

© 2022 SICPA SA, Switzerland

g oundaﬁo

\ ve
N I solvency
A
yF oL
T = L dati
<] ol On
So% Data ¥
a § 3
° 1\
Contextual PR
Data © |
Ty 5
% % 78 T
% & % Scurity W
%, o, % . .
)
%
@ Skills
Salary

Data r}‘:?‘/

' creditcard Numpg, '

oQage amoy,,,

Work authorisalo™



... 1o better serve a
global eco-system

ginancial Servicgg
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Using the decentralization
approach

N AN PN

Ministry 1 Ministry 2 Ministry 3
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Role of the
government in the SSI

model

STCPA




SSI| and Re-usability of Credentials

ISSUERS HOLDER

VERIFIERS

0,
O

Decentralized ledger
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Role of the Government

ginancial Servicgg
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Self-Sovereign Identity towards a Web of Trust

DIGITAL WORLD

1) Data exchanges 2) Financial transactions

TRUST
on a global scale

Cryptography Digital Identity Global standards Trust framework
s
P , a =
dik o) ‘ ss|
My transaction is | know with whom | | know how to | have a legal
secure am transacting with exchange data framework
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Government SSI Initiatives

— UNITEDKINGDOM FINNAND AUSTRIA, BELGIUM, GERMANY, LUXEMBOURG, NETHERLANDS, SWITZERLAND _
. N . ) 7
- Self-Sovereign Identity Consultation (2021) \ - TrustNet’s Findy (2017) \ + - Austria: EBSI4Austria (2020) , mylDsafe (MeineSicherelD) (2019) , E-gov innovation center (EGIZ) (2018)
CANADA - NHS Digital Staff Passports (2021) \ \ ,7  -Belgium: “Blockchain on the Move” - The City of Antwerp, the Flemish Government and V-ICT-OR (2018)
__________________________ - UK Dept. of business (2020) \ \ , ’ - EUROPEAN UNION: European Digital Identity Wallet (2022)
- British Columbia Hyperledger Aries Cloud Agent Python  \ - UK Financial Conduct Authority’s (FCA) (2020) \\ \\ , - Germany: IDunion (2020) , LISSI (2019)
protocols (2021) \ - Digital Identity Scotland (DIS) (2019) ’?' N \ L - Luxembourg: TrustMyData - Luxembourg residence certificate (2021)
- Association of Registrars of the Universities and Colleges \ = ;,'i_ \\ \\ 7 y2 - Netherlands: Trustchain SSI (2018) , Known Traveller Digital Identity (2018)
of Canada (ARUCC) - MyCreds™ (2020) &4 - \ \ p - Spain: VCs for Social Benefits EBSI (2021)
- British Columbia Personal Health Wallet (2020) - \\ /’ - Switzerland: Canton of Aargau (2021), Canton of Zug (2017) , Canton of Schaffhausen (2018)
- British Columbia OrgBook BC (2019) "; N 7 TH KOREA
- Treasury Board Secretariat of Canada - User-Centric I—R—EI:A—'I:—D— - —(— _\i\ ’ ’ TU RKEY ’ —SDQQ " I'_ —O— (—20—227 ————————————————
Verifiable Digital Credentials (2019) - Emerald Project (2020) ’ e e e — e — A ~ - Drivers license
'3 - 7 . o1
- Alberta’s Credentials Ecosystem (2019) » ’ & ;u;k'Sh BTy o;;;;agn Affairs (2021) e - Disability card (2021) N
- Ontario's Verifiable Businesses (2019) TERNATIONAL ORG - - Refugees project (2021) P - City of Busan identity verification for citizens B Pass (2020)
N ITTJ'-B:iId-in-g B_Io-ck; (E-io-vsza_ - ) (2022) / JORDAN - Busan, State of Gyeongnam - Digital Public Service Platform
- UNICC: Blockchain-based SSI (2021) - Zadlaady’ = = = = == — = = = — — — — = (2020) . . . )
UNITED STATES - Refugees project (2016) - Seoul Metropolitan Government - Blockchain Administration

Service (2020)

- DHS SVIP Green Card (2019-2021) ,’ r/ - Government employee (2020)
- State of New York - NY Excelsior Pass (2021) Consultation (_20197 ___________________________________ JAPAN
- U.S. Department of Education - Lifelong Learner (2020) - COVID-19 vaccination certificate (2021)
- State of North Dakota (2020)
- State of Texas (Austin) - MyPass (2020) MAy_RIIANIA ______ MARSHALL ISLANDS
- State of lllinois - Birth Registration (2017) » " Digital Identity (2022) O — - ——m e mmm e DTS
571 - National digital currency & SSI (2020)
ARUBA o SIERRALEONE __ @
- Aruba Health App (2021) - National Digital Identity S
Platform (NDIP) (2019)
BANGLADESH, INDIA, MYANMAR, THAILAND S1NGAPORE
- Bangladesh: Digital Health ID (2021)
—BBAZ—"‘— ————————————————————————————————————— - Myanmar: ZADA Covid Pass (2021) o A e e e e e HQNG_ ISO—I!G— S—A—RL gﬂ"!e
- Brazil's Ministry of Planning (2017) - India: Blue Number (2020) - Digital Identity Digital ID Working Group
- Singapore: SingPass / sg-ID (2020) HKMA & ASTRI (2016)
- Thailand: National Digital Identity
(NDID) (2020) AUSTRALIA
P - New South Wales Digital ID &
SOUTH AFRICA 7 _KENYA Verifiable Credentials (2021)
——————————————— _Bi y i - Digital Identity (2019)
ARGENTINA - Yoma (2020) Birth registration (2021)
So S s s e i e e m e — == - ABSA (2018) - Cash Transfer program (2021) NEW ZEALAND
- DIDI (Digital Identity for Inclusion (2019) - NGO & Interamerican Development Bank (IBD) - South Africa Financial Blockchain Consortium - Ministry of Information, Communications and Technology (2019) e
- (2018) - Digital Identity New Zealand (2020)
N Q ’\‘\ g‘i’)g ) X secose AD)| . ) IOTA VC|
prircns place  [NIeporoo +CIFRC & % TATA :.- Archipels ©SAFBC Soa| AL iDunion S vemincoen
BusiNEsSs OECD ‘SAUOI ARADIA 2020 Initiative
N jian Red Cross ,\ o THE (> v‘ A d (2]
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https://github.com/danubetech/ebsi4austria-examples
https://lissi.id/about

SICPA SSI References

Government
References

Initial Work

Awarded
o ESSIF
" LAB Project

SVIP-DHS
¢/ program Phase 1

EEEEEEEEEEEEEE
DU GRAND-DUCHE DE LUXEMBOURG
le I'information

m ATLANTIC.EU

Awarded Next Generation
of Internet project

Permit Prototype
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Sovrin Steward

> TRUST
Over P
FOUNDATION

Steering member

Digital Credential
Platform
Development
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THE
TRUST
Over IP L LINUX

FOUNDATION FOUNDATION

f. LE GOUVERNEMENT
ATLANTIC.EU DU GRAND-DUCHE DE LUXEMBOURG
Centre des technologies de I'information

European Self-Sovereign
de I'Etat

Identity Framework %

© 2022 SICPA Digital Identity | CONFIDENTIALITY LEVEL



2

Lt A

AR
EET R

'3 f‘_‘_k

_‘.Msl.dld(m-lll .
%

b
T
.mw....f T

G

oy

I




SICPA at a glance

— Innovation
at core

Founded in

1927

Technology
& Services

company
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Business activity missions

Currency Marking & Fuel Marking Identity Security = Integrity
Services & Traceability Solutions Solutions Solutions
Solutions Solutions
Protecting sovereign Protecting products  Protecting Protecting identities = Protecting integrity
monetary systems through unique item- provenance of people for lifetime | of goods,
level, secure codes  and quality of fuel authentication documents,
transactions and
processes

Health Security
Solutions

Advancing
governments’
sovereignty in their
response to health
emergencies, and
enabling trust in
critical supply chains

© 2022, SICPA SA, Switzerland | CONFIDENTIAL 26/07/2022
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140 Billion

Banknotes
secured annually in

over 160
countries.

Leading provider of
Proofs of Provenance,

Integrity,
Authentication and Products marked
Presence — and traced
annually

2

A long-trusted

advisor
to governments, central
banks, high security
printers and industry



Thank you
For your attention

catherine.fankhauser@sicpa.com
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